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What used to be considered “back-office” systems are not located in the back of the office anymore.
Systems that support a company’s infrastructure for sales, customer service, and supplier relations are
front and center customer-, supplier- and employee-facing systems. The heightened importance of the
internet to daily business processes requires that a wide variety of information must be available to
number of different internal and external parties, creating both opportunities and risks. This overall
interconnectedness of users and data systems means that the data has to be available, secure,
standardized, and complete, consistent, and correct so that both the internal and external users can find
the information that they need.

In order to maintain data integrity in those outward facing systems, it is critical that security measures
ensure that only the right parties have access to the right subset of the data at the right time – and that
they know where to find it. As a second challenge for IT in outward facing systems, some of the data that
the system uses and provides is not wholly internal to the company. Linking internal data with data from
external sources such as suppliers, vendors, third parties, or public data sources can significantly expand
the data-ecosystem, thereby increasing productivity and promoting growth. (McKinsey, 2021)

Successful integration between internal and external data sources increases IT complexity by introducing
the need to seamlessly interface with many different external systems: banking and credit card systems,
business-to-business exchange sites, call centers, and others. We will examine three normal business
cycles that used to be internal processes and now require windows into other external systems and the
sharing of internal systems with other departments and outside partners.

1. Order-to-Cash– This cycle involves all of the different processes that take place within and outside
of an organization from the time an order is taken to the time cash is received. At any given time
during this cycle, customers need to be able to access current data regarding the status of their
orders, their bills and payments, their account balances, and the services provided to them. However,
many other parties other than the customers will need access to the data to perform their functions:

1. Finance – Credit Management, Invoicing, Accounts Payable, Accounts Receivable, and Aging &
Collections all need to be able to access and manipulate order and customer information.

2. Fulfillment – The company’s fulfillment department must be able to know that an order has
been taken and be able to indicate that order has been fulfilled.

3. Inventory – Fulfillment must be able to interact with the inventory system to validate that the
products on the order are available to be processed or shipped, and in which warehouse to pick
the order. If it is not inventory-on-hand or if it has reached the reorder point, then the external
suppliers need to be notified to ship additional product.

4. Distribution – The company’s distribution department needs access to the data indicating that
an order is ready to be shipped, customer information indicating where and to whom it is to be
shipped, and the method and cost of shipping (to be relayed to the finance department). The
third-party logistics company who will ship the order to the customer needs to know the size
and weight of the shipment so that it can send the appropriate vehicle, and needs to know the
availability for pickup.
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2. Hire-to-Exit – This cycle includes the many processes that necessarily take place from the time an
employee is hired into a company to the time the same employee exits the company. During the
time a person is employed by a company, he or she needs to be able to find at any time their
timesheets, hire terms, training, and benefits information. Recruiters may submit applicants directly
from their system into the company’s on-line application database. The Human Resources
department will also need unfettered access to the same information, and to workman’s
compensation claims that are external to their company systems. The external benefits providers may
need access to internal employee data to provide and track benefits. Many times, the employees
directly access the benefits provider’s systems to file claims and check the status of the claims.

3. Procure-to-Pay – This cycle usually involves the purchasing department of an organization,
beginning with a request for quote and purchase order and concluding with an outgoing payment,
requiring the creation of various other documents in the process. However, this process affects and is
affected by other departments – inventory, material requirements planning, production, distribution,
and financial departments all play a role. At any point in time, data that must be available to all of
the departments involved include the status of purchase orders and back-ordered goods as well as
account status and inventory information for multiple suppliers.

Ideally, everyone involved in this complex web of business processes would have a thorough
understanding of what systems are shared, how and where to look for the correct information, and the
security that is in place. What used to be your own internal operating information now needs to be visible
to third parties. Outside parties such as suppliers and customers are requiring more transparency, more
data, and better reporting – these components are, as a business matter, becoming mandatory rather
than optional. In the quest to get the right information to the right people at the right time, the emphasis
on internal data quality becomes more important. More internal and external systems need to be in sync
as complexity increases. The internet is an unbelievable asset that will inevitably turn a business inside-
out, so be careful that what is on the inside is ready for the outside world.
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